P1: 000
GGBD088FM

Forest/C9034

February 9, 2007

Countering Terrorism
and Insurgency in the
21st Century
INTERNATIONAL PERSPECTIVES
VOLUME 1: STRATEGIC AND TACTICAL CONSIDERATIONS

Edited by James J. F. Forest

PRAEGER SECURITY INTERNATIONAL
Westport, Connecticut

r

London

17:18

P1: 000
GGBD088FM

Forest/C9034

British Library Cataloguing in Publication Data is available.
C 2007 by James J. F. Forest
Copyright 

All rights reserved. No portion of this book may be
reproduced, by any process or technique, without the
express written consent of the publisher.
Library of Congress Catalog Card Number: XXXXXXXXXX
ISBN-13: 978–0–275–99034–3 (set)
ISBN-10: 0–275–99034–6
ISBN-13: 978–0–275–99035–0 (vol. 1)
ISBN-10: 0–275–99035–4
ISBN-13: 978–0–275–99036–7 (vol. 2)
ISBN-10: 0–275–99036–2
ISBN-13: 978–0–275–99037–4 (vol. 3)
ISBN-10: 0–275–99037–0
ISSN:
First published in 2007
Praeger Security International, 88 Post Road West, Westport, CT 06881
An imprint of Greenwood Publishing Group, Inc.
www.praeger.com
Printed in the United States of America

The paper used in this book complies with the
Permanent Paper Standard issued by the National
Information Standards Organization (Z39.48–1984).
10 9 8 7 6 5 4 3 2 1

February 9, 2007

17:18

P1: 000
GGBD088FM

Forest/C9034

February 9, 2007

CONTENTS

Editor’s Note
Preface
Acknowledgments
1 Strategic and Tactical Considerations: An Introduction
James J. F. Forest

ix
xiii
xxvii
1

Part I: Strategic and Policy Dimensions
2 U.S. Grand Strategy for Countering Islamist Terrorism
and Insurgency in the 21st Century
Bradley L. Bowman
3 Thinking Strategically: Can Democracy Defeat Terrorism?
Douglas A. Borer and Michael Freeman

29
56

4 Twenty-First Century Insurgencies: Understanding the Use
of Terrorism as a Strategy
Leonard Weinberg and William L. Eubank

80

5 Developing and Implementing a Counterterrorism Policy
in a Liberal Democracy
Jennifer S. Holmes

93

6 Morality, Ethics, and Law in the Global War on Terrorism
(The Long War)
Harvey Rishikof

106

7 The Critical Role of Interagency Cooperation in Countering
Suicide Bombings
James D. Kiras

133

8 The U.S. Government’s Counterterrorism Research and
Development Programs
Michael Kraft

151

17:18

P1: 000
GGBD088FM

Forest/C9034

vi

February 9, 2007

Contents

Part II: Hard Power
9 National Objectives in the Hands of Junior Leaders
Amos N. Guiora and Martha Minow
10 Engaging Military Contractors in Counterterrorism
and Security Operations
James Jay Carafano and Alane Kochems
11 Manhunting: A Process to Find Persons of National Interest
Steven M. Marks, Thomas M. Meer, and Matthew T. Nilson
12 Guerilla Warfare and Law Enforcement: Combating the
21st-Century Terrorist Cell within the United States
Richard J. Hughbank
13 Combating Terror in U.S. Communities: The SWAT Mission
Peter N. Spagnolo and Chadd Harbaugh

179

190
208

235
253

Part III: Soft Power
14 Denying Terrorists Sanctuary through Civil Military
Operations
Robert J. Pauly, Jr., and Robert W. Redding
15 Battlefronts in the War of Ideas
James S. Robbins
16 The Centrality of Ideology in Counterterrorism Strategies
in the Middle East
Maha Azzam-Nusseibeh
17 Public Diplomacy as Strategic Communication
Bruce Gregory

273
298

319
336

18 Cyber Mobilization: The Neglected Aspect of Information
Operations and Counterinsurgency Doctrine
Timothy L. Thomas

358

19 The Key Role of Psychological Operations in Countering
Terrorism
Jerrold M. Post

380

Part IV: Intelligence and Counterintelligence
20 The Contemporary Challenges of Counterterrorism
Intelligence
Jennifer E. Sims

397

17:18

P1: 000
GGBD088FM

Forest/C9034

February 9, 2007

Contents

21 Multinational Intelligence Cooperation
Tom Lansford

vii
420

22 Intelligence Coordination and Counterterrorism:
A European Perspective
Magnus Norell

440

23 Coping with Terrorism: Lessons Learned from the Israeli
Intelligence Community
Ami Pedahzur and Arie Perliger

465

24 Facilitating Interagency Communication and Open Source
Intelligence for Counterterrorism
Orion A. Lewis and Erica Chenoweth

487

25 Al Qaeda’s Surveillance Offensive against America,
2000–2003: Implications for U.S. Homeland
Countersurveillance
Aaron A. Danis
26 Forecasting Terrorist Groups’ Warfare: “Conventional”
to CBRN
Joshua Sinai

502

525

Appendix A: The National Security Strategy of the United
States

537

Appendix B: National Strategy for Combating Terrorism

585

Bibliography

605

About the Editor and Contributors

627

17:18

P1: 000
GGBD088FM

Forest/C9034

February 9, 2007

17:18

P1: 000
GGBD088FM

Forest/C9034

February 9, 2007

EDITOR’S NOTE

Governments have been countering the threat of terrorism and insurgency
since the establishment of the Westphalia system of nation-states. However, the rapid evolution of science and technology over the past 100
years—from the invention of dynamite to commercial air travel and the
Internet—has enabled new forms of terrorist and insurgent activity. It is
thus likely that further technological advances over the next 100 years will
yield similar results, as today’s terrorist and insurgent groups have proven
to be adaptable, learning organizations. This three-volume set, Countering
Terrorism and Insurgency in the 21st Century, seeks to encourage the development of learning organizations among national security professionals
by examining what we currently know about the strategic application of
hard and soft power in countering the sources and facilitators of terrorism.
As a collection, the thematic essays and focused case studies represent an
ambitious effort to capture existing knowledge in the ﬁeld of counterterrorism and counterinsurgency, and draw lessons (from successes as well
as failures) that will inform new, adaptable strategies to counter the new
threats that—judging from historical trends—will no doubt emerge over
the next century.
At the outset, it is necessary to address why this publication covers both
terrorism and insurgency, as there is confusion about these terms among
many in the academic, media, and policymaking communities. In some
countries that have faced the threat of violence for many years—including
Colombia, Ireland, Spain, Sri Lanka, and Turkey—societies have grappled
with additional terms like “paramilitaries” and “freedom ﬁghters,” but
the general view reﬂected throughout the chapters of this publication is
that all groups or individuals (including insurgents) who engage in the
act of terrorism can be considered terrorists. In essence, the act of terrorism deﬁnes its perpetrator as a terrorist, regardless of the ideological motivation behind such acts.
According to the Department of Defense, terrorism is deﬁned as “the
calculated use of violence or threat of violence to inculcate fear; intended
to coerce or to intimidate governments or societies in the pursuit of goals
that are generally political, religious or ideological,” while insurgency is
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deﬁned as “an organized resistance movement that uses subversion, sabotage, and armed conﬂict to achieve its aims. . . . [and which] seek to overthrow the existing social order and reallocate power within the country.”
In teaching my classes on these topics to future U.S. Army ofﬁcers at West
Point, the distinction I make is that insurgents can and do use terrorism
(among other forms of violence), but insurgents are but one type of violent
nonstate actors who may choose to use terrorism. In other words, not all
insurgents use terrorism, and not all terrorists are part of an insurgency.
Further, while the use of violence by insurgents to target governments is
driven by a particular ideology, terrorists use violence against a range of
targets (including governments) to advance their ideology.
While such distinctions may seem academic to most readers, they are
actually quite important when formulating strategic, tactical, and policy
responses to the threat posed by terrorism and insurgencies. As described
in Volume 1 of this publication, strategies and tactics for countering insurgency are an important aspect of our knowledge base on countering terrorism, and vice versa. In both cases, experts have emphasized that the use
of force to counter an organization whose objectives resonate with a larger
disaffected population yields limited (if any) success. Instead, it is argued,
the ideology, political, and socioeconomic aspects of an organization—
through which it derives its ﬁnancial support, recruits, and sympathizers
from amongst the local population—must be addressed. In other words,
the use of hard power in countering terrorism (including insurgencies that
employ terrorist tactics) must be complemented by elements of soft power.
The link between counterinsurgency and counterterrorism is also informed by recent analyses which suggest that the al Qaeda movement
can be described as a global insurgency, seeking to replace the existing
Westphalia-based system of nation-states with a global caliphate in which
Islamic law reigns supreme. Recent terror attacks in Bali, Madrid, London,
and Cairo, as well as disrupted terror plots in Denmark, the Netherlands,
and the United Kingdom, are all seen as examples of how individuals and
groups around the world have been inspired by al Qaeda’s ideology to
commit violence as part of a strategy to change the policy and behavior of
these nation-states. In other words, it is argued, al Qaeda uses terrorism
tactically and operationally to advance its global insurgent strategy. When
described in these terms, the U.S.-led global effort against al Qaeda can be
considered to be ﬁghting both terrorism and insurgency. Thus, Countering
Terrorism and Insurgency in the 21st Century addresses the many challenges
that stem both types of threats to our security.
Another source of confusion in the study of terrorism and insurgency
involves disagreement over the proper spelling of certain groups (or,
rather, the spelling of the transliteration from the original language into
English). For example, a brief survey of the literature reveals that a certain
Lebanese militant group can be spelled Hizballah, Hezbollah, Hizbullah,

17:18

P1: 000
GGBD088FM

Forest/C9034

February 9, 2007

Editor’s Note

xi

Hezballah, and Hizbollah. For these volumes, we have standardized the
spelling of certain common names across all the chapters, such as al Qaeda
(because this is how several agencies of the U.S. government are now
spelling it), Hizbollah (because this is how the group spells it on their
English language Web site), and Osama bin Laden (rather than Usama).
Finally, it is important to note that while many chapters discuss aspects
of the “global war on terrorism (GWOT),” we recognize that this term has
fallen out of favor among many in the academic and policy communities.
However, there currently is a worldwide effort to reduce the capabilities
of globally networked terror movements like al Qaeda, and in the absence
of an equally useful short-hand reference for this effort, GWOT serves an
important role.
At this point in the development of the global counterterrorism effort,
it is particularly important to pause for reﬂection on a number of critical
questions. What do we know about effectively countering terrorism and
insurgencies? What are the characteristics of successful or unsuccessful
counterterrorism and counterinsurgency campaigns? What do we need
to learn in order to do these things more effectively? Countering Terrorism
and Insurgency in the 21st Century addresses these and related questions,
and in doing so contributes to national security policy as well as to our
understanding of the common threat and how it can be defeated. Chapters of this publication address many different aspects of the unconventional warfare puzzle, examining the most important diplomatic, information, military/law enforcement, and economic/ﬁnancial dimensions to
regional and global cooperation in countering terrorism and insurgency,
and providing speciﬁc examples of these dimensions in practice.
Authors in the ﬁrst volume address issues of important strategic and
tactical concern, organized around the primary instruments of power
through which nations pursue their counterterrorism and counterinsurgency efforts. These instruments can generally be described as either
hard power (the use of force by military and law enforcement) or soft
power (including diplomacy, information, and intelligence). The second
volume provides a variety of insights on how to assess and combat the
sources and facilitators of political violence, including state-sponsors of
terror, authoritarian regimes, criminal network activity, border insecurity,
and the global struggle for inﬂuence among societies. As highlighted by
several authors in this volume, the community of responsibly governed
democracies faces uniquely complex challenges in combating terrorism
and insurgencies while maintaining civil freedoms. And contributors to
the third volume offer in-depth analyses of historical events and lessons
learned in counterterrorism and counterinsurgency. Each volume contains a preface and introductory chapter, describing the contributed essays and providing an intellectual background for the discussions that
follow.
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This project is the ﬁnal installment of an ambitious trilogy published by
Praeger Security International. The ﬁrst of these—the three-volume The
Making of a Terrorist: Recruitment, Training and Root Causes (published in
2005)—intends to help readers understand the nature of the threat by exploring what transforms an ordinary individual into a terrorist. This was
followed by the three-volume Homeland Security: Protecting America’s Targets (published in 2006), which explored the ongoing efforts in the United
States to secure our borders and ports of entry, and to protect our public spaces and critical infrastructure from future terror attacks. The volumes of Countering Terrorism and Insurgency in the 21st Century complement these earlier publications by focusing our attention on the broad,
worldwide effort to actively confront those who threaten or use political
violence against our communities. Together, these nine volumes are meant
to provide a central, authoritative resource for students, teachers, policymakers, journalists, and the general public, as well as stimulate new ideas
for research and analysis.
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PREFACE

The chapters of this ﬁrst volume of Countering Terrorism and Insurgency
in the 21st Century advance our understanding of national security strategy challenges, as well as raise important questions and issues for further
research. Fighting terrorists and insurgents effectively requires a variety
of strategies and tactics, and their success or failure is largely dependent
on context. After an introductory chapter, the volume addresses the use
of hard power, soft power, and intelligence, and the strategies that guide
these efforts.
PART I: STRATEGIC AND POLICY DIMENSIONS
The ﬁrst section of the volume begins with a thoughtful examination of
strategy and grand strategy by Brad Bowman, a U.S. Army ofﬁcer and
a faculty member at the U.S. Military Academy at West Point. He argues that the current U.S. grand strategy overrelies on military operations,
misidentiﬁes the nature of the conﬂict with al Qaeda, ignores the struggle’s true “center of gravity,” and neglects major sources of radicalization. After deﬁning the terms “grand strategy” and “strategy,” Bowman
describes their theoretical and practical relationship to one another, and
suggests that strategy—which is essentially military operations—often
usurps the nation’s grand strategy and political interests. He then explores
the nature of the current conﬂict with al Qaeda, arguing that a misdiagnosis of the nature of the struggle has encouraged the United States to
neglect the central role of Muslim popular opinion. He concludes by offering a set of strategic recommendations for addressing sources of Muslim
radicalization.
Next, Douglas Borer and Michael Freeman of the U.S. Naval Postgraduate School provide a thoughtful discussion of strategy and establish a
framework for the analysis of U.S. performance in the global war on terrorism (GWOT). At its essence, they explain, strategy is an iterative or
dynamic process, one that is shaped by a given context and deﬁned by
the relational environment between various actors. As such, a successful
strategy in one situation will most likely be different than a successful
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